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We've decided to dig a little bit further and offer additional insight into current and historical 
cyber jihad online activity in terms of cyber jihad friendly forum communities using WhoisXML 
API’s vast real-time and historical WHOIS database where the ultimate goal would be to 
empower U.S Law Enforcement and the security community on its way to properly track down 
monitor and act upon current and upcoming cyber attack campaigns courtesy of these groups. 


Sample domains known to have been involved in the campaign include: 


joinalqarda.com 
alintibana.net 
dr-algzouil.com 
sunnahonline.com 
shahamat-movie.com 
islaam.com 
faithfreedom.org 
Qa3edon.100free.com 
Khilafah.com 
daulahisamiyah.net 
jihadica.com 
ansar1.info 

jhuf.net 
arrahmah.com 
voa-islam.com 
kiblat.net 
sunnahcare.com 
eramuslim.com 
eramuslim.com 
al-mustaqbal.net 
shoutussalam.org 
muqawamah.net 
liputan-kita.com 


waislama.net 
lasdipo.com 
soutalhaq.net 
shabakataljahad.com 
alsomod.com 
dolatislam.blogspot.sg 
hizb-ut-tahrir.org 
hizb-ut-tahrir.dk 
hizb-ut-tahrir.info 
khilafah.com 
khilafah.org 
khilafah.net 
hizbut-tahrir.or.id 
hilafet.com 
khilafat.org 
kalifaat.org 
newcivilisation.com 
al-waie.org 
kokludegisim.net 
expliciet.nl 
mindspring.eu.com 
ramadhan.org 
al-nahda.com 
al-aqsa.org 
islamdevleti.org 
albadil.edaama.org 
islam-in-poland.org 
alokab.com 
islam-in-poland.org 
mykhilafah.com 
risala.org 
hizb.org.uk 
lebensordnung.com 
khilafat.dk 
hizb-america.org 
turkiyevilayeti.org 
hizb-ut-tahrir.nl 
alokab.com 
globalkhilafah.com 
hizb-australia.org 
jihadunspun.com 
alemarah-iea.net 
alemarah.info 
falojaa.net 


tawheedmedia.com 
atahadi.tk 
majahdenar.com 
ansarnet.info 


Sample known responding IPs known to have been involved in the campaign include: 


172.64.82.171 
172.64.81.107 
172.64.84.202 
172.64.81.207 
188.114.98.171 
104.21.93.62 
104.25.221.41 
104.24 .22.14 
188.114.98.174 
104.25.216.101 
172.64.81.196 
172.64.81.199 
172.64.81.251 
172.64.86.143 
172.64.93.65 
50.63.202.91 
50.63.202.9 
184.168.221.42 
93.95.228.158 
136.244.99.226 
108.611.164.186 
185.165.171.7 
185.205.209.114 
94.199.200.12 
74.50.52.242 
213.229.84.4 
77.73.104.242 
104.25.238.7 
72.167.183.54 
162.159.247.123 
146.112.61.107 
188.114.96.22 
104.21.235.66 
104.18.48.106 
104.18.49.106 
50.87.146.182 
198.185.159.144 


192.185.4.56 
173.249.18.136 
172.217.164.19 
142.250.180.147 
13.248 .148.254 
216.239.34.21 
195.20.42.254 
142.250.80.19 
94.237.72.168 
103.224.212.222 
185.53.179.29 
141.8.225.179 
172.64.91.147 
69.30.250.218 
192.185.4.51 
104.200.17.123 
108.167.189.36 
162.241.123.149 
162.241.218.55 
36.86.63.182 
54.191.6.88 
185.30.233.215 
208.73.211.70 
35.186.238.101 
54.68.104.7 
8.5.1.38 
219.94.163.96 
154.89.98.220 
198.105.254.111 
198.105.244.111 
103.253.214.7 
104.239.213.7 
142.250.180.211 
172.64.81.254 
107.150.46.34 
66.96.140.52 
104.25.98.102 
69.162.80.55 
185.85.196.45 
188.114.96.7 
198.105.215.36 
104.27.150.47 
89.35.39.50 
109.234.109.85 


63.249.192.187 
78.41.204.27 
69.162.80.58 
69.43.160.163 
69.162.80.53 
95.211.219.66 
104.24 .30.23 
108.162.207.168 
141.8.224.93 
141.8.224.183 
184.168.221.36 
104.27.151.47 
213.229.109.161 
188.114.97.0 
37.0.123.47 
75.2.37.224 
139.162.253.205 
128.204.207.49 
23.202.231.167 
209.239.112.96 
172.64.81.183 
50.116.64.83 
50.87.221.130 
162.215.96.207 
172.64.81.179 
172.64.84.222 
104.24.124.145 
69.162.80.61 
172.217.18.147 
216.58.218.179 
172.217.10.147 
216.58.208.179 
173.194.79.121 
172.64.81.93 
172.64.81.217 
172.64.87.150 
104.20.16.176 
160.121.134.181 
70.32.1.32 
188.114.96.15 
27.54.116.70 
198.41.249.126 
49.0.0.49 
162.159.240.127 


72.52.4.120 
104.31.94.166 
172.64.81.201 
69.39.236.56 
52.206.43.234 
54.84.53.38 
54.210.118.206 
146.112.61.106 
172.67.139.69 
172.64.81.94 
185.181.104.82 
3.130.253.23 
141.101.123.38 
52.5.142.190 
96.47.230.70 
52.216.152.52 
208.91.196.145 
52.216.110.19 
46.166.182.62 
52.217.13.60 
190.97.165.181 
104.21.90.8 
91.195.240.240 
104.28.18.82 
23.21.234.159 
93.115.28.104 
52.21.144.167 
104.28.20.19 
52.204.51.18 
173.212.240.164 
178.22.67.215 
178.22.67.252 
50.63.202.37 
50.63.202.82 
184.168.221.54 
184.168.221.32 
184.168.221.56 
52.217.73.164 
108.61.19.13 
52.217.84.236 
216.58.218.211 
108.177.9.214 
64.233.162.214 
104.25.73.7 


3.18.7.81 
103.152.141.251 
64.233.161.121 
188.186.146.208 
172.64.81.51 
52.128.23.153 
69.172.201.153 
217.18.77.99 
188.114.96.20 
37.97.134.127 
188.114.96.23 
104.31.69.138 
46.30.215.12 
46.30.215.86 
172.64.80.112 
104.28.10.82 
104.31.135.11 
172.64.163.32 
208.69.32.159 
192.64.119.253 
188.114.97.21 
68.178.252.117 
97.74.135.143 
173.201.193.133 
772.167.218.192 
173.201.192.20 
104.171.23.70 
149.210.210.187 
172.64.80.1 
212.997.132.204 
93.191.156.144 
93.191.156.145 
212.97.134.30 
109.234.109.82 
141.8.224.239 
69.162.80.52 
199.115.115.102 
69.162.80.51 
34.205.242.146 
3.94.41.167 
104.171.24.26 
31.193.140.195 
104.143.9.110 
184.168.221.96 


69.39.236.58 
50.63.202.49 
52.25.92.0 
54.65.172.3 
112.78.117.8 
69.162.80.56 
208.64.122.252 
43.250.140.19 
104.18.57.28 
218.93.250.18 
104.31.91.185 
23.217.138.108 
188.186.154.88 
162.218.210.18 
45.32.196.109 


Sample personally identifiable email address accounts known to have been involved in 
the campaign include: 


turkiye. vilayeti@gmail.com 
rudolphniemann1990@gmail.com 
soutalhaq.net@gmail.com 
cancnebut@gmail.com 
DOMAIN.TARO@GMAIL.COM 
bev.giesbrecht@gmail.com 
adilmadani@yahoo.com 
maximusbugout@gmail.com 
solomedia48@gmail.com 
joinalqarda.com@domainsbyproxy.com 
gandasuwarno@yahoo.co.id 
charlie_elias@yahoo.com.au 
janeverno@gmail.com 
maillasdipo@gmail.com 
emirce@YAHOO.COM 
lasdipo@gmail.com 
akudonix@gmail.com 
kandaharimama@gmail.com 
aulia_suwandi@yahoo.com 
controlbox.domain@gmail.com 
khilafah@yopmail.com 
DGHOSTINGS@GMAIL.COM 
4dm1nhizb@gmail.com 
mukhlasrowi@gmail.com 
kevin.cyber.base@gmail.com 


aktivis_fani@yahoo.com 
almustaqbalnet@gmail.com 
info@domain-contact.org 
fad.lee@yahoo.com 
HTM.ITTECH@GMAIL.COM 
MILEN.RADUMILO@GMAIL.COM 
READJHUF@YAHOO.COM 
kokludegisimmedya@gmail.com 
BASH_LAW@HOTMAIL.COM 
DOMAINSACCOUNT@GMAIL.COM 
wakeupyaummah@gmail.com 
salahuddinvc@hotmail.com 
oguzhan.akbulut@hotmail.com 


Sample related domains known to have been involved in the campaign include: 


ht-malaysia.com 
championchipmid-south.com 
hizbut-tahrir.org.my 
topdirectory.co.in 
hyperlocal.us 
gamehacker.top 
gamescooking.us 
phoenixpwnjailbreak.com 
headphoneuniverse.com 
indomarching.net 
cydiaimpactordownload.net 
qualitystreetcarts.com 
circularsawexpress.com 
affpayday.com 

fit-messe.de 
mykhilafah.com 
islam-in-poland.org 
annievandusenacupuncture.com 
voa-islam.id 
southgateinnmissoula.com 
voa-islam.com 
bestgrouponclone.com 
sbmeo.com 
joinalqarda.com 
hizb-australia.org 
suara-media.com 
syariah.or.id 
rumahdhuafa.com 


marcoumrah.com 
maanaumrah.com 
rumahhafizh.com 
marcotourgroup.com 
fanimedia.net 
marcojatiwarna.com 
rumahhafizindonesia.com 
salurankencing.com 
darussalam.tv 
wesalonline.tv 
zulfara.co 
mukhlas-rowi.web.id 
ngabuburit.web.id 
khilafah.or.id 
yasminsquare.com 
al-islam.or.id 
hizbut-tahrir.or.id 
technoworld-bogor.com 
muliaresidence.com 
yasmin-group.com 
bubulakresidence.com 
yasmin-reload.com 
propertibogor.com 
bogortradeworld.com 
habarnews.com 
habarnews.org 
habarnews.media 
habarnews.tv 
cypressforestry.com 
jihadunspun.com 
cypresstreeservice.com 
newcivilisation.com 
eidinthepark.net 
onyxhive.com 
dubaivista.com 
coolasfunk.com 
simplypalmpre.com 
thedubailife.com 
thedubailife.net 
alsomod-iea.info 
shahamat.info 
shahamat-english.com 
shahamat-farsi.com 
shahamat-urdu.com 


shahamat-arabic.com 
shahamat-movie.com 
alemarah-urdu.com 
alemarahnews.org 
islam-iea.com 
alemarahnews.com 
hizbuttahrir-tr.com 
degisimhaber.net 
hizbuttahrir-tr.net 
hizb-turkiye.net 
thewalknctodc.com 
mo3o0od.com 
changfootballsevens.com 
syukmagroups.com 
padangmtbike.com 
buzzxs.com 
tokorahmi.com 
lafiraindonesia.com 
management-consultingsa.com 
thoughtleadershipsa.com 
sembeo.com 
pesinsight.com 
haikona.com 
host4domains.com 
faxfx.org 
krugernational.com 
terenzoprofessionalhaircare.com 
completeofficemovers.com 
kadabramarketing.com 
safaritour.biz 
rockcoastsportsme.com 
expectinsurance.com 
hebdo-des-notes.com 
oncarinsurance.com 
waterlandcr.com 
lyceefrancaishanoi.net 
insured.guru 
lafayette-farmers-market.com 
vaninsurance.club 
itonga.net 
turkiyevilayeti.com 
insuring.services 
takahikokozuka.com 
bikerinsurance.club 


sdwebsystems.com 
uchiwa-i.com 
wikilitho.com 
solaceusa.org 
icf-spain.com 
canm.org 
notarcomitato.net 
wikilitho.org 
madeinworldmonaco.com 
turkiyevilayeti.net 
usedcarcover.com 
bicknellbb.com 
turkiyevilayeti.org 
bikermotor.com 
krugernational.info 
100degrees.mobi 
krugernational.org 
coralbox.info 

ii2.net 
krugernational.net 
smcfax.com 
thinkbusiness.net 
kokludegisimdergisi.com 
golftouroperator.com 
kokludegisim.net 
africancities.net 
hizb-turkiye.com 
comfax.net 

2fj.net 

billionfax.com 
comfax.org 
safaritour.info 
safaritours.info 
webhostjitu.com 
forkomit.com 
islamulia.com 
rotisurya.com 
namoratravel.com 
pantiasuhan.net 
bukunovelcinta.com 
syuruqmedia.com 
bukubukuislami.com 
yayasannurulquran.com 
astaqu.com 


wpkos.com 
theflagships.com 
baitul-maal.com 
labbaika.com 
abuumarabdillah.com 
fanimedia.com 
aburusydan.com 
rsudkotabekasi.com 
aburusyidan.com 
zadulmaadwisata.com 
darussalam-online.com 
puriciganjur.com 
polesmarmer.net 
maskuncoro.com 
mushaftadabbur.com 
yourpostdirectory.com 
baitulmaal-lampung.com 
omarkingdom.com 
arrahmah.news 
eramuslim.co 
khutbah-jumat.net 
reneyo.com 
harfain.com 
abujibriel.com 
nahnumuslim.com 
hijabinfo.com 
ahmadisrofiel.com 
jihadmagz.com 
khilafahislamiyah.com 
brawijayaokto.com 
jihadzone.com 
fad-lee.com 
istpro.com 
arrahmah.id 
arn.web.id 

fadlee.id 
muslimahzone.id 
kameramirrorless.xyz 
mahircom.com 
flashdiskotg.xyz 
arrahmah.xyz 
islamic-nasheed.com 
yakuota.com 
eramuslim.com 


arrahmah.com 
masyarakatcintamasjid.com 
pecintamasjid.com 
arrahmah.tv 
majelismujahidin.com 
muslimahzone.com 
muslimzone.net 
kedaimuslim.com 
nahnu.us 

khilafah.org 
sekarmalam.com 
almuhajirun.net 
al-mustaqbal.net 
solidaritasduniaislam.com 
kultwit.net 
hilalahmar.com 
1buku.com 

salihart.com 
percayakah.com 
arrahmah.net 
plazabuku.com 
keluargadakwah.com 
ayamkendil.com 
biosyafaworld.com 
abayastyle.com 
yayasanrumput.com 
sehatislamy.com 
bebekkendil.com 
terjemahtafsiriyah.com 
kajiansunnah.net 
hijrahstorepariaman.com 
albikan.com 
kadabraseo.com 
daarulhadits.or.id 
novieffendi.com 
piodaarchery.com 
hutantropis.com 
onlinecasinogamesaus.com 
sunnahcare.com 
ushomefax.com 
aburasyid.com 
onlinepokiesdownunder.com 
shahabatagency.com 
yaaakhi.com 


ebineutrino.com 
inspektorat-padangpariaman.info 
mediamuslim.org 
janefranklindds.com 
iflook.com 
casinovideopokeronline.com 
wdeck.com 

hpmirror.com 
baccaratrulesandstrategy.com 
skclans.com 

gmindy.com 

wegox.com 
sandraalonzo.com 
denimsarelife.com 
cuydo.com 
sowingroom.com 
quistas.com 
pgbconline.com 

bzenu.com 

islaam.com 

baolisha.com 
kadabraonline.com 

bih.org 

gamblent.com 
gambleshare.com 
thecasinoslist.com 
go-roulette.com 
inspektorat-padangpariaman.org 
onlineroulettespins.com 
onlinebaccaratvip.com 
bestcasinobonusplace.com 
gambling2me.com 
casinochateau.com 
impilinux.com 
siamtasty.com 
receive-fax.org 

pgfax.org 

dazzletune.net 
alamislam.com 
luxuryaccommodation.mobi 
mrsol.com 

pumpkinfire.com 

bevilc.com 

zipcover.com 


gingerbox.info 
haikuu.com 
jadebox.info 
hazelbox.info 
idyogi.com 
cyanbox. info 
trioztech.com 
amberbox.info 
koraska.com 
azurebox.info 
zahyia.com 
crimsonbox.info 
comazine.net 
wizradio.com 
bronzebox.info 
jogosdevestir12.com 
generalsmaps.net 
weblap-tarhely.com 
thecarfansite.com 
goskippy.mobi 
soutalhaq.net 
minivancover.com 
2botswana.com 
gigazone. info 
sraknews.com 
negx.com 
alsomod.com 
donkeydigest.com 
ibotswana.info 
sarraounia.org 
kedabra.com 
recellular.net 
kiblat.net 
bluepath.biz 
dainfern.com 
pqsmedia.com 
africansafari.mobi 
an-najah.net 
luxuryspa.mobi 
devand.com 
comfax.co 
fycgallery.com 
azenu.com 
strico.net 


facilfax.com 
mrcream.net 
fax2rss.com 
rehwear.com 
liputan-kita.com 
efilofax.com 
fenzer.net 
blazefax.com 
ygsites.com 
douglaskemp.com 
techarr.com 
xyfax.com 
unqhome.com 
efaxhub.com 
fotohacker.com 
equafaxoffer.com 
mauilogic.com 
kadabradesigns.com 
jenniferrana.com 
insuring.red 

dzzk.net 
homesng.com 
insure.florist 
2botswana.net 
orienttoday.com 
insured.cheap 
majahdenar.com 
hellostefan.com 
sendingfaxonline.com 
custompsds.com 
onlinefaxingsoftware.com 
atijara.com 
diycovers.com 
osguide.net 
comeaunumerique.com 
ayushkumar.com 
arotravels.com 
ucyclyd.com 
qtonline.com 
koodapin.com 
campaignbrief.us 
broadprospect.com 
acadiala.com 
wwwislam-in-poland.org 


bonitobay.com 
mobiearth.com 
insurancecrat.com 
sesamr.com 
insurance-reviewer.com 
mindykay.com 
kadabra.org 
listask.com 

ffax.net 
paulaleme.com 
gamblin.com 
louismarak.com 
jasmara.com 
crushlyts.com 
faxpackage.com 
gmfcpas.com 
shoutussalam. info 
pokergroom.com 
clubevolve.com 
shoutussalam.biz 
heartofpeoria.com 
mursilayne.com 
stopbullet.com 
frostyj.com 
free-resource-guide.com 
adrianotavares.com 
darululumciapus.com 
gamcel.com 
senseaide.com 
angelas-place.com 
tomreagan.com 
czenu.org 
mosaver.com 
insurance2k.com 
belbudo.com 
oztravelguide.com 
pitchadjust.com 
sdbcisco.com 
bandacpa.com 
buddhismpc.com 
shinchantv.com 
the78casino.com 
nanoactive.net 
gammastorage.com 


gistance.com 
aguasurbanas.org 
slobike.com 
aeexi.org 
netkims.com 
apodimosradiostation.com 
sadtoraw.com 
1stopcasinobonus.com 
yarnsons.com 
playeuropeanrouletteonline.net 
chaddugas.com 
free-keno-games.net 
lanakress.com 
faxfaq.net 
techarrme.com 
apectf.net 
binarybloom.com 
fax365.net 
greatgabi.com 
faxlink.net 
flthomes.com 
fax-sending.net 
esskware.com 
davesite.net 
ethoshift.com 
zamzamilmu.com 
doozo.net 
rasknet.com 
hilalahmarjakarta.com 
fax8.org 

avelks.com 
magicdrums.info 
uscglobal.com 
ipus.org 

hpscfl.com 

pjbot.org 
berilltour.com 
online-faxing.info 
palphotos.com 
tybn.com 
clementtax.com 
2botswana.info 
rocapac.com 
kadabras.com 


kenshook.com 
nationaltribalcaucus.com 
ingising.com 

faceslots.com 

aofra.com 

unislots.com 
janapress.com 
officialallslots.com 
gomguz.com 
grandluxcasino.com 
dogego.com 
guidetothebestcasinos.com 
bacbs.com 

go-slots.com 

avihu.net 

longmouse.com 
topcarsgallery.com 
nastyturtle.com 
agentave.net 

drillfrog.com 

ididi.net 

dustycode.com 

fyiworld.net 

digzine.com 
freeonlinevideopokertips.com 
littleput.com 
play-online-video-poker.com 
redoceans.com 
freevideopokerstrategy.com 
digresser.com 
playblackjackonlineforfree.com 
puppytwist.com 
friendscr.com 
casinocouponcodelist.com 
barbierawk.com 
videopokerguru.net 
whoisbardi.com 
gamblingkoala.com 
gabumat.com 
onlinekenoboss.com 
kodmern.com 

galwain.com 

wpefix.com 
onlineblackjackaussie.com 


doptile.com 
calientemedia.info 
panican.com 
play-video-poker-online.com 
chipstaff.com 
3-waychess.com 
bloggingpet.com 
wheresjonny.com 
readyrugby.com 
gamblera.com 
roygu.com 
barefootincanada.com 
rembex.com 
gambling-expert.com 
portalsme.com 
uk-gamble.com 
ravinair.com 
ezinternetincome.com 
tuitur.com 
playerslots.com 
jhuf.net 
radyodegisim.org 
lasdipo.com 
islamdevleti.info 
islamdevleti.org 
oemma.org 
islamdevleti.net 
oemma.net 
waislama.net 
ubuntuwd.com 
m666m.net 
muscatmoon.net 
grnaas.net 


We'll continue monitoring the campaign and will post updates as soon as new developments 
take place. 


